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Introduction

Today’s data centers have evolved to 
support a growing business, a dynamic 
workforce, and constantly changing business 
demands. IT and data center administrators 
are constantly tasked with creating a more 
resilient ecosystem capable of constant 
uptime and availability. 

But it’s not quite as simple as that. New demands 
dictate that we’re far beyond just creating 
disaster recovery plans. We’re being tasked with 
delivering complete resiliency for our most critical 
environments. 

Fulfilling this mandate has typically involved the 
management of multiple, separate systems for 
disaster recovery, resiliency, uptime, security and 
more. However, as threats rise and systems grow 

more complex, there is an opportunity—perhaps 
even a requirement—to rethink the whole subject. 

Increasingly, IT managers are starting to think about 
IT systems resiliency as the overall goal rather than 
focusing on discreet spheres of disaster recovery, 
backup, security and so forth. IT systems resiliency is 
about ensuring that a business can bounce back from 
a disruption. Like a resilient person, who can recover 
quickly from an injury, a resilient business rapidly 
returns to normal operations after an outage. It’s the 
systematic application of proactive disaster recovery, 
IT security, compliance and continuity planning. In 
this whitepaper, we’ll look at how organizations can 
create workable IT systems resiliency strategies, how 
they can support new types of critical environments, 
and how to improve overall data center operations 
and management.

Section 1: The Promise and Challenges of the Modern Data Center 
The stakes are certainly high. Consider this—only 
27% of companies received a passing grade for 
disaster readiness, according to a survey by the 
Disaster Recovery Preparedness Council. At the same 
time, increased dependency on the data center 
providers means that overall outages and downtime 
are growing costlier over time. Ponemon Institute 
has just released the results of the latest Cost of 
Data Center Outages study. Previously published in 
2010 and 2013, the purpose of this third study is to 
continue to analyze the cost behavior of unplanned 
data center outages. According to the new study, the 
average cost of a data center outage has steadily 
increased from $505,502 in 2010 to $740,357 today 
(or a 38 percent net change).

Throughout their research of 63 data center 
environments, the study found that:

 ▶  The cost of downtime has increased 38 percent 
since the first study in 2010.

 ▶  Downtime costs for the most data center-
dependent businesses are rising faster than 
average.

 ▶  Maximum downtime costs increased 32 percent 
since 2013 and 81 percent since 2010.

 ▶  Maximum downtime costs for 2016 are 
$2,409,991.

In a related finding, an Avaya survey of mid-to-
large companies in the US, Canada, and UK found 
that 80% of companies experiencing downtime from 
core network errors lost revenue. The average 
company lost $140,003 per incident. Financial sector 
enterprises lost an average of $540,358 per incident. 

It’s not just business. It’s personal. The resulting 
impact on a career can be significant: a surprising  
1 in 5 companies fired an IT employee when a 
network downtime incident occurred. The factor  
was more dramatic for some industries. Respondents 
also said that 1 in 3 companies in the natural 
resources, utilities and telecom sector terminated  
IT staff due to downtime caused by network  
change errors.

According to Ponemon Institute’s Cost  
of Data Center Outages study, the  
average cost of a data center outage  
has steadily increased from $505,502 in 
2010 to $740,357 today (or a 38 percent 
net change).

http://forms.madisonlogic.com/Form.aspx?pub=931&pgr=1669&frm=2565&autodn=1&src=17344&ctg=1&ast=55403&crv=0&cmp=19101&yld=0&clk=6444536237378767361
https://www.avaya.com/en/about-avaya/newsroom/news-releases/2014/pr-140305/
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With this in mind, it’s important to define mission-
critical systems and how to protect your most 
valuable data center operations.

Defining a Critical Environment 

Critical facilities are the backbone of an 
organization. This means working with mission-
critical operations and services, supporting  
multi-tenant carriers, and even free-standing  
Tier IV data centers. Critical environments require 
maximize uptime and value without compromising 
health, safety and security. And, to support 
these types of environments, you may require 
comprehensive account management and 100% 
uptime. Because of these specifications —you’ll 
need to be very careful when you select your 
data center partner. Most of all, these critical 
environments don’t just require services—they 
need a team that’s capable of fully supporting 
these types of systems. Mission-critical deploy-
ments will require a team and data center 
partnership which is capable of handling  
advanced governance, operations, and use-cases. 

Understanding the Reliance on the Modern  
Data Center

In general, the data center has become a lot  
more mission-critical. This is why having mission-
critical operations teams which are ready to 
manage your data center requirements is so 
important. Cisco’s recent report indicates that 
global data center IP traffic will grow 3-fold 
over the next 5 years. Overall, data center IP 
traffic will grow at a compound annual growth 
rate (CAGR) of 27 percent from 2015 to 2020. 
Furthermore, globally, the data stored in data 
centers will quintuple by 2020 to reach 915 EB by 
2020, up 5.3-fold (a CAGR of 40%) from 171 EB in 
2015. This means that organizations are actively 
growing their critical data center operations 
and require new ways to keep those operations 
mission-critical operations running optimally. 

Protecting your Data Center, Your Business,  
and your Most Critical Systems

The only way to improve the critical environment 
management experience is through exceptional 
people and services. Leading critical-environment 
data center partners help manage advanced 
governance requirements by providing services 
like document control, financial reporting and 
responsibility assignment matrix models for 
identifying roles and responsibilities. From 
there, whether you’re in healthcare, financial 
services, industrial, or even pharmaceutical, 
you’re capable of deploying your mission-critical 
environment while leveraging compliance with 
recognized standards including PCI, HIPPA, ISO, 
SSAE 16 (SOC 1 & 2). Furthermore, to protect your 
critical environment data center and business 
process, leading critical-environment services 
delivery partners are capable of providing audit 
support against compliance related to data center 
operations, physical security, insurance standards, 
ISO 9001 and FM Global.

There is nothing wrong with protecting IT systems 
through solutions that provide disaster recovery, high 
availability, backup, and cyber security. The difficulty 
is that the world has changed. As systems got more 
complex and interdependent, these have become 
single-point strategies which, in some cases, don’t 
encompass the entire set of threats that can be faced 
by today’s IT systems. Outside of just complexity and 
interdependence, these systems have also become 
absolutely critical to our business. 

When designing a data center framework that’s 
capable of supporting today’s requirements, IT and 
data center leaders must architect solutions aimed at 
protecting critical environments. But, to get started, 
you need to understand the core design elements. 

When designing a data center framework 
that’s capable of supporting today’s 
requirements, IT and data center leaders 
must architect solutions aimed at 
protecting critical environments.

}

}

}A recent Cisco report indicates that the  
data stored in data centers will quintuple  
by 2020 to reach 915 EB by 2020, up 5.3-fold 
(a CAGR of 40%) from 171 EB in 2015. 

https://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf
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Section 2: IT Needs are Evolving Mission-Critical Data Center Design 
Having clear visibility into your entire data center 
ecosystem and its most critical components is an 
essential part of resiliency. To be resilient, you  
have to aware of the state of your IT assets,  
including network and infrastructure. You need 
to monitor the health of critical systems and the 
solutions that enable their resiliency. This means 
using not only native tools, but ones provided by  
the data center partner.

Here’s the reality—IT needs are evolving and 
specifying the changes we need to make to our  
most critical data center services. 

The overarching idea here is to maximize uptime 
and value without compromising health, safety 
and security. With that in mind, it’s important 
to understand the tools and systems which help 
support greater levels of resiliency around critical 
environments. 

Understanding and defining business resiliency

Business resiliency and its associated services 
specifically revolve around the protection of  
your most critical data center environment.  
A proactive resiliency program would include 
HA, security, backup, and anything that impacts 
the confidentiality of data or compromises 
compliance. So, the idea becomes to unify the 
entire resiliency strategy plan to include all 
aspects of critical environment services delivery. 
To accomplish this, you need to work with a 
provider which not only has critical environment 
services, but has excellent operational teams to 
support emerging critical requirements. 

Leveraging Critical Environment Services

Critical environment services revolve around a 
methodology which focuses on all areas of service 
delivery ranging from health and safety, hiring 
and training, to process improvement, tools 

and systems. A commitment to comprehensive 
account management and 100% uptime ultimately 
optimizes total cost of data center ownership. 
Most of all, it’s the operations teams that  
support, defend and operate the mission of  
IT infrastructure which can make all the 
difference. Here’s the cool part—these teams  
also help train your business and IT leaders to 
better support mission-critical environments. 

•   For example, critical engineering training 
provides a multi-level development life cycle 
for staff, improving employee skill sets and 
knowledge to minimize risk of failure or 
disruption in mission critical facilities. Through 
this type of training, operators of mission-
critical environments will gain an increased 
awareness of human factors which improve 
human performance, prevents outages, lessens 
the likelihood of injury or death, and ultimately 
helps increase the bottom line of the business. 
Remember, critical environment services are a 
complete package which help you optimize your 
mission critical data center, the people who 
help support the operations, and the business 
which relies on these important systems.

Mission critical tools and management

You can’t effectively manage what you can’t 
see. This is even more important to understand 
for mission-critical environments. The systems 
it takes to efficiently manage mission-critical 
environments are key to maintaining uptime 
and security. A good data center partner should 
employ a wide range of tools and training 
designed to ensure uptime, and provide visibility 
of all activity inside one’s mission-critical 
environment. This means leveraging advanced 
tools for a variety of mission critical use-cases. 
This include:

•   xMatters for critical incident escalation  
and communication

•   Avid, InstaQuote and Yardi for financial 
reporting

•   Building automation, EPMS and DCIM for 
building efficiencies and effectiveness

•   Online CMMS, customer ticketing systems, 
internal operations and availability portal

}

}

}

Critical environment services revolve 
around a methodology which focuses on 
all areas of service delivery ranging from 
health and safety, hiring and training, to 
process improvement, tools and systems. 
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Deploying governance and compliance

We mentioned this earlier, but for those mission-
critical environments which require governance, 
working with a data center partner which can 
maintain strict governance over data center 
operations is very important. This includes 
recognized industry standards like PCI, HIPPA,  
ISO, and SSAE 16 (SOC 1 & 2). Furthermore,  
your partner must be able provides auditing 
support against compliance related to data  
center operations, physical security, insurance 
standards, ISO 9001 and FM Global.

If you’re working with mission-critical systems, 
you’ll need a data center partner that can keep up 
with your operational requirements. Furthermore, 
this data center provider must also take a proactive 
approach to data center health and resiliency.

The process of selecting the right data center partner 
should include planning around contract creation 
and ensuring that the required management and 

business resiliency tools are in place. Remember, 
your data center is an important extension of your 
organizations and, therefore, must be properly 
managed and protected. Good data center providers 
will oftentimes offer tools for direct visibility into  
an infrastructure. This means engineers will have  
a clear understanding of how their systems are being 
utilized, powered and monitored. These types of 
decisions make an infrastructure more efficient and 
much easier to manage in the long-term. 

Section 3: Stream Data Centers – Managing Facilities That Support 
the World’s Critical Infrastructure
Your IT infrastructure is constantly evolving, from 
traditional on-premises to new, hybrid environments 
including virtualized and cloud. Leveraging your  
IT investments is more complicated than ever before. 
How do you integrate legacy systems with advanced 
—critical—data center solutions to maximize 
scalability, performance and availability? Do you  
have the in-house resources to monitor, diagnose  
and quickly resolve potential threats that could 
seriously impact your mission-critical workloads?

There is a solid chance that your IT organization 
is not entirely prepared to properly manage and 
maintain your complex networks. We mentioned this 
earlier, but only 27% of companies received a passing 
grade for disaster readiness, according to a survey by 
the Disaster Recovery Preparedness Council.

This means that you’re going to need a flexible 
partner experienced in delivering expert business 
resiliency services; one that will transform your 
infrastructure and enable you to keep pace with 
changing business demands, while reducing  
overall costs. 

Most of all, for your critical environments, this  
data center partner must be able to provide 
advanced facilities management, operational control, 
managed services, and a team which can specifically 
help you design around resiliency.

When it comes to resiliency and managing critical 
environments, many organizations still face 
challenges around design and deployment. “It’s not 
ignorance, it’s denial,” states Stewart Collier, 
Managing Director of Critical Environments at Stream 
Data Centers. “They’ve passed that responsibility 
to other people and said it’ll never happen to 
us. Critical environment resiliency requires an 
investment and maintenance. Don’t oversubscribe, 
but always plan for what you need.”

“Critical environment resiliency requires 
an investment and maintenance. Don’t 
oversubscribe, but always plan for what 
you need.” — Stewart Collier, Stream

Your data center is an important extension 
of your organizations and, therefore, must 
be properly managed and protected. Good 
data center providers will oftentimes 
offer tools for direct visibility into an 
infrastructure.

}
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Stewart’s Top 5 Tips for Creating Operation Critical Environment Excellence
In reality, there is no industry standardization when  
it comes to resiliency. The interpretation can be 
huge. If you’ve got a massive process, are people 
going to be able to follow it? Is it standardized 
to your own business and data center? Here are 
Stewart’s top 5 recommendations when it comes  
to deploying critical environment capabilities:

Try to solidify your processes, train your users, 
and do your best to avoid human error. The only 
way to do this is through a good operational 
process. Good data center partners, capable of 
managing critical environments, will be capable 
of supporting operations, supplying powerful 
data center tools, training of key IT and business 
staff, and incorporate continuous improvement. 
Stream employs a wide range of tools and 
training designed to ensure uptime, and provide 
visibility of all activity inside one’s mission-critical 
environment.

Make sure the team is trained and onboard before 
your critical data center is even up. Stream 
provides PERSONAL DEVELOPMENT of staff through 
a robust training curriculum that is complemented 
by professional development and certifications, 
along with a well-defined career path. Stream’s 
Critical Engineering Training Academy provides 
a multi-level development life cycle for staff, 
improving employee skill sets and knowledge to 
minimize risk of failure or disruption in mission 
critical facilities. Through this training, an 
increased awareness of human factors improves 
human performance, prevents outage, injury 
or death, thereby increasing the bottom line. 
Stream’s assertive recruiting and retention 
policies attract and develop the right talent, while 
retaining a valuable and consistent workforce.

Learn the environment, before it’s live! There 
is only ONE chance to learn your data center 
before it goes live. Integrated operations team 
are so critical. You know your requirements, you 
know the criticality of your data center, and you 
know that you absolutely need 100% uptime for 
your critical systems. Before you build or deploy 
anything, make sure you get your operational 
strategy in line with IT and business requirements. 
This is your chance to build a critical infrastruc-
ture which maximizes uptime and value without 
compromising health, safety and security.

Involve IT and business when creating critical 
environments. When working with critical 
environments, it’s important to ensure you can  
see the big picture. Expert delivery of end-to-end 
data center services is the mission of Stream 
Critical Environments Services, including these 
and other mission-critical activities: 

 ▶ Efficiency survey and financial reporting

 ▶ Lessons learned documentation

 ▶  Asset verification, condition survey and  
life cycle reporting

 ▶ Vendor innovation charter

 ▶ Critical environment consulting services

 ▶ Energy audits and cost reduction initiatives

 ▶  Single point of failure and systems  
availability reporting

 ▶  Critical disaster recovery and business  
continuity planning

Remember, IT helps drive the requirements for 
a mission critical architecture. However, it’s the 
business that will benefit from outcomes around 
safety, uptime, and resiliency.

Train, develop and test… and repeat. You can 
have the best critical environment architecture 
out there, but if no one knows how to operate 
or keep it healthy, it won’t be much use. Critical 
Environment Services partners like Stream 
offer advanced training to minimize risk or the 
disruption of critical operations. Through this 
training, an increased awareness of human factors 
improves human performance, prevents outage, 
injury or death, thereby increasing the bottom 
line. Stream’s assertive recruiting and retention 
policies attract and develop the right talent, while 
retaining a valuable and consistent workforce. 
The personal development of staff includes the 
following curriculum:

 ▶ DC Pro training courses

 ▶ Human factors training

 ▶ Critical Environment Training Academy (CETA)

 ▶ Qualifications cards for site systems

 ▶ Safety champion programs

 ▶ Staffing skillset analysis

 ▶ Uptime ATS and CDCMP accreditations

 ▶ Site specific vendor training

1
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To get to those resiliency operational requirements, 
Stream Data Center’s Critical Environments Services 
deliver mission-critical operations and services for 
a wide range operational use-cases. Stream helps 
align IT-driven needs around buildings, which includes 
everything from multi-tenant carrier hotels to free 
standing Tier IV data centers. 

Great Operations Teams Make ALL the 
Difference
Core teams of highly trained technicians expertly 
provide operational services across a combined 
portfolio of Stream-owned, as well as client-owned 
facilities. Remember, this is the team that helps 
support, defend, and operate the mission of the  
IT infrastructure. Most of all, they align with  
critical environments to ensure optimal performance 
and uptime. 

Stream’s critical environments methodology  
focuses on all areas of service delivery ranging from 
health and safety, hiring and training, to process 
improvement, tools and systems. A commitment  
to comprehensive account management and  
100% uptime ultimately optimizes total cost of data 
center ownership.

Stream Data Centers and their Critical 
Environment Services allow IT professionals 
to plant seeds for the business and spend 
much less time putting out fires. They offer 
a commitment to comprehensive account 
management and 100% uptime ultimately 
optimizes total cost of data center ownership.

Stream’s Critical Environment Services
One word — Passion 
From there, Stream aims to provide next-
generation services and capabilities to help you 
support your most critical environments and data 
center operations. This includes: 

•   Helping you design around critical  
environment innovation

•   Supporting new ideas on how to  
secure environments

•   Helping you support cloud, hyperscale,  
and beyond

Bridging a future gap for businesses today!
Stream accomplishes this by improving the 
entire critical environment experience through 
exceptional people and services. 

Giving data center professionals their  
weekends back.
Stream Data Centers and their Critical Environment 
Services allow IT professionals to plant seeds for 
the business and spend much less time putting  
out fires. In fact, Stream offers a commitment  
to comprehensive account management and  
100% uptime ultimately optimizes total cost of  
data center ownership.

Designing flexible, critical environment,  
data center services
Stream Data Centers help eliminate the Critical 
Environment Goldilocks dilemma with a data 
center that specifically aligns around operational 
requirements. Stream Critical Environments 
Services methodology upholds five critical 
categories of oversight:

•   Health and Safety

•   Operational Teams

•   Services

•   Partnerships

•   Innovation

“The only area where Stream is not flexible  
is health and safety,” adds Stewart Collier.  
“There is no compromise here. We take pride in 
our core teams of highly trained technicians who 
expertly provide operational services across a 
combined portfolio of Stream-owned, as well as 
client-owned facilities. Passion and commitment 
are key to success in this industry. Our values 
represent the promises we make every day to  
team members and customers. And, our methods 
are how we approach business.”
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Final Thoughts
Moving forward, high-density equipment, cloud 
computing, virtualization, security, and compliance 
will continue to shape the next-generation critical 
environment data center architectures. Compared 
to previous years, organizations must now look for 
flexible options since their needs may rapidly change. 

Technology is evolving at a blistering pace and 
data center administrators are consistently tasked 
with providing optimal services and maximum 
flexibility. Fortunately, with proper planning and a 
good deployment methodology, critical data center 
platforms, colocation services, managed services, 
and business resiliency offerings provide powerful 
tools for corporate growth. Partnering with the right 
data center provider will allow your organization 
to create technological and business competitive 
advantages in the market.

Remember, managing critical environments,  
creating a good business resiliency plan, and working 
with a data center partner means one simple fact: 
This is a two-way partnership. By ‘partnering’ with 
a mission-critical capable provider, you are able to 
align your vision and share that with the provider. 
From there, your organization and the data center 
partner can build an operational infrastructure 
capable of growth, efficiency, security, and of 
course—business resiliency. 

About Stream Data Centers
Stream Data Centers is committed to improving the 
critical environments experience through exceptional 
people and service. Since 1999, Stream has been 
an active investor and industry leader, providing 
premium services, optimized value and scalable 
critical environments to the Fortune 500 and beyond. 
To date, the company has acquired, developed and 
operated more than two million square feet of  data 
center space in Texas, Minnesota, Illinois, California  
and Colorado, representing more than 200 megawatts 
of power.

Stream develops and operates highly resilient, 
scalable and efficient data centers throughout North 
America, with products including fully-commissioned 
Hyperscale Cloud Centers, Private Data Center™ halls 
and suites, Retail Colocation deployments, Ready-
to-Fit™ Powered Shells, or Build-to-Suit data centers 
—all with immediate connection to network carriers 
and public cloud providers. Services supporting 
critical environments and energy procurement 
leverage the combined skill sets and resources of 
Stream’s technical real estate professionals with fine-
tuned data center and energy management expertise, 
to deliver an end-to-end solution for all real estate 
and mission-critical infrastructure needs. Learn more 
at www.streamdatacenters.com.

http://www.streamdatacenters.com
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