W H I T E PA P E R

Are You Prepared?

WHY YOU NEED A SOLID STRATEGY
FOR MISSION-CRITICAL DISASTER PLANNING

The precise timing and severity
of hurricanes, fires, blackouts
and other disasters may be
difficult to predict.

But with the right business continuity plan, companies can achieve 100% uptime
before, during and after an emergency.
Fire. Earthquake. Hurricane. Terrorism. Tornado. Cyberattack. Flood. Blackout. The list of
possible disasters to prepare for can seem overwhelming for any business in any location,
especially since organizations face the dual challenge of maintaining business continuity
while confronting risks to life and property throughout the disaster zone. With careful
planning and experienced guidance, however, no company is helpless in the face of
catastrophe. Preparation can be the difference between disaster and opportunity.
Ready or not — disaster preparedness in a chaotic environment
The frequency of disasters, whether from climate-related events, human error or
deliberate action, seems to be on the rise. The effects range in intensity and longevity,
but often cause devastation to life, property and business. That’s why disaster planning
is crucial for every company’s data center operations. The goal of 100% uptime
remains in effect regardless of what happens outside. Those who plan wisely can
continue operations with little impact. Those who do not may take years to recover.
Comprehensive physical and operational preparedness, including frequent reviews and
drills, can keep the chaos outside the walls of your data center.
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PLANNING TO PLAN — DEFINING DISASTER AND
DISCOVERING RESOURCES

When Hurricane Harvey tore through Houston in 2017, thousands of
companies felt the impact, with massive flooding and wind damage that forced
many businesses to suspend operations. Those that suffered the most probably
could have prevented the worst damage by developing a comprehensive
business continuity plan well before the disaster occurred. Data centers and
other mission-critical facilities with emergency preparedness plans faced
challenges, of course, but were able to continue operations, uninterrupted, by
shifting into disaster mode.
Whether you’re preparing your first disaster plan or reviewing the one you
have, you can learn a lot from events such as Harvey. Reach out to other
facilities similar to yours. Look at what worked and what failed. Take
advantage of resources online. Bring in experienced data center consultants.
After all, learning from others’ mistakes is much less painful than learning
from your own.

PLANNING FOR THE PREDICTABLE —
RISK ASSESSMENT FOR YOUR LOCATION

Risk assessment begins with an objective look at what kinds of natural
disasters are most likely to affect your region. Cities like Houston and
New Orleans expect risks from hurricanes and flooding. Midwestern
states are certain to have severe storms and tornadoes. California faces
earthquakes and wildfires, while other large metro areas have
unanticipated rolling blackouts or have suffered from catastrophic terror
attacks. Once you’ve identified your greatest threats, try to rate each
event according to how likely it is to occur, how it would impact normal
operations, the possible extent of disruption and damage, and the
economic impact of the disaster.

IMPROVING THE CRITICAL ENVIRONMENTS EXPERIENCE THROUGH EXCEPTIONAL PEOPLE AND SERVICE

WHAT IF?
Unexpected disruptions can
range from rolling blackouts
to catastrophic emergencies
that no one can predict.
The secondary impacts of
such events can result in
communication infrastructure
loss, critical services disruption,
or even civil unrest and panic.

A fail-safe
continuity plan
can save the
life of your
business.
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As part of this exercise, be sure to break down impact into primary
and secondary factors. During Hurricane Harvey,
for example, the primary impacts to operations were flooding,
structural damage and power failure. Secondary impacts were
facility accessibility, the availability of gasoline for transportation,
and how to house and feed essential data center personnel and
their families. A comprehensive plan will address every possibility.

Prevention —

Steps that reduce the chance
or mitigate the damage of a
As part of this exercise, be sure to break down impact into primary and
secondary factors. During Hurricane Harvey, for example, the primary impacts
to operations were flooding, structural damage and power failure. Secondary
impacts were facility accessibility, the availability of gasoline for transportation,
and how to house and feed essential data center personnel and their families.
A comprehensive plan will address every possibility.

PLANNING FOR BUSINESS CONTINUITY —
TARGETING 100% UPTIME, AHEAD OF TIME

Once you have a worst-case scenario list, shift into problem-solving mode.
Approach each risk considering these elements.
Ownership — This organized group of stakeholders and action owners are
responsible for proactively mitigating risks according to plan, preventing
foreseeable disruptions and immediately responding if one occurs.
This team also executes a solid crisis communications plan in the first phase
of a disaster, which can make or break alignment during the recovery effort.

negative impact. An experienced
critical facilities management
team that has expertise in
engineering, security, health, and
safety expertise understands the
considerations of locating and
building an operations center.
• Construction layout and
materials

• Contractual obligations to
the customer
• Equipment maintenance
• Geographical hazards
(weather, man-made
and natural events)

• Health, safety and
environmental concerns
• Power supply

• Regulatory compliance
• Road infrastructure

• Site security and access

Identification —

How data center personnel
can detect and evaluate the
seriousness of a problem to
determine when to trigger
the recovery plan.
• Building damage
• Equipment or power
interruption
• Fire potential
• Personnel safety
• Security continuity
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Response —

What happens when the disaster
response plan is triggered.
A step-by-step process to protect
personnel and reduce damage.

PRACTICE, PRACTICE, PRACTICE — ENSURING
SEAMLESS PERFORMANCE OF THE PLAN

Once you have created a plan that addresses how to deal with every likely
disaster, make sure each person involved in the process has a hard copy of the
plan, complete with contact information for the entire team.
Practice the plan on a regular basis, just like a fire drill. No matter how
thoroughly you have planned, gaps can show up when the written protocols
collide with real-world challenges. Practice the entire plan, including people
outside the data center. The goal is to make the procedure as seamless as
day-to-day business, with team members shifting to disaster recovery mode
smoothly.
Cooperative planning — for colocation, cloud and enterprise
Just as data ownership and management differs from company to company, so
should the specifics of disaster preparation. In enterprise data centers, a single
company owns the data center and the data, with a single team that naturally
collaborates. Colocation data centers have several different companies under
one roof; the data center management company owns the space, engineering
and security, but tenants own the IT. Disaster preparedness requires the
companies — which may be competitors — to work together and integrate their
business continuity plans. How this works is up to the companies involved.
Some tenants turn disaster recovery over to the data center management
company, while others want to control the process. Approaching planning as
a synergistic opportunity to create an optimal recovery plan may encourage
cooperation. One size definitely does not fit all.

IMPROVING THE CRITICAL ENVIRONMENTS EXPERIENCE THROUGH EXCEPTIONAL PEOPLE AND SERVICE

• Evacuation plan
• An emergency command
bridge, preferably led by
a principal outside the
disaster zone
• Personnel roles during response
• Emergency contact procedure
• Customer notification
• Backup facility notification
• Power backup resources
• Contingency process for
unexpected events
• Assignments to unaffected
personnel who can help
with contacts and oversight

Restoration —

How to recover from the event,
restore normal service and
improve conditions for the future.
•
•
•
•

Facility and road repair
Equipment testing
Working condition safety
Addressing staff needs as
they return
• Evaluation of the successes
and failures of the disaster
response plan
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Planning the exit — determining when to start the return to business as usual
An often-overlooked aspect of a disaster recovery plan is identifying when the
disaster is over. Earthquakes have aftershocks that are often more damaging
that the earthquake itself. Hurricanes can stall in place or, as happened with
Harvey, can turn around and come back with renewed force. Floods can cause
a dam to break and force the water to new places. In most cases, the best
status information comes from people outside the affected area. Make frequent
check-ins part of your recovery plan. Local officials can also tell you when the
area is safe from hazards like gas leaks, downed power lines and debris.
Exercise patience and caution in keeping your recovery on track.

THE DISASTER PLANNING EXPERTS

Disaster recovery is not an accident. Disaster planning is not optional, unless
you’re willing to put your business operations — and data — at risk. For such
crucial assets, partnering with a company that specializes in data center
performance is a wise investment. Stream Data Centers has the experience
and resources to help you minimize risk and maintain uptime. Stream provides
products, services and professionals to help you ensure data center safety
before disaster strikes — and after.

STREAM DATA CENTERS 								

Is your business
disaster-ready?
Have you vetted and
documented your risks?

Have you assembled a
disaster team?

Do you have an effective
communications plan for
your team?

In the wake of disaster,
will your business remain
stable based on strategic
priorities?
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ABOUT STREAM DATA CENTERS
Stream Data Centers has provided premium data center services since 1999, with 90% of inventory leased to Fortune 500
customers. To date, the company has acquired and developed a broad national portfolio of data center properties, with
leadership remaining consistent.
Stream speculatively develops turnkey data centers for Hyperscale and Enterprise users. Additionally, Stream develops Build to
Suit Data Centers and operates an Energy Services practice with a focus on low cost, renewable energy solutions. All of Stream’s
facilities feature carrier-neutral, low latency connectivity to network and public cloud providers. Above all, Stream is dedicated to
improving the data center experience through exceptional people and service.
Stream Data Centers is a subsidiary of Stream Realty Partners, a full service commercial real estate investment, development and
services company.

FOR MORE INFORMATION
To learn more about Stream’s facilities management services, visit:
www.streamdatacenters.com

