W H I T E PA P E R

Solving Problems for Mission-Critical Operations
Through Best Practices and Expert Methods
HOW CRITICAL FACILITIES MANAGEMENT MAXIMIZES UPTIME,
WITHOUT COMPROMISING HEALTH, SAFETY OR SECURITY.

STEPS to Resilience:

Prospective technology partners should be happy to
explain how they find technicians who are willing to
work nights, weekends and holidays.

If a business can’t access its information, is it still in business? Data center outages
cost an average of $8,851 per minute, according to a 2016 report published by
Emerson Network Power. Researchers from the Uptime Institute recently noted that up
to 70 percent of these types of disruptions stem from human error. (1)
In the following pages, we will examine the struggles companies of all sizes encounter
when faced with unexpected downtime, and why Stream Data Centers has created a
specialized practice that provides Critical Environments Services (CES) to ensure these
challenges never happen. Read on to learn how Stream addresses critical environment
operations challenges so executives can focus on running their businesses.

What organization can afford less than the best from its critical
environments operations?

(1) Emerson Network Power and the Ponemon Institute, https://www.vertivco.com/globalassets/documents/reports/2016-cost-of-data-center-outages-11-11_51190_1.pdf
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PROBLEM: WHAT PROBLEMS ARE ENTERPRISES FACING WITH REGARDS TO MISSION-CRITICAL
FACILITIES MANAGEMENT AND OPERATIONS?
Most people struggle to maximize the value of their mobile devices, perhaps because their core competencies lie elsewhere.
Similarly, executives at companies of all sizes may have more pressing matters to attend to than their data centers.
So it may not be surprising that data center owners face challenges in areas such as:
OPERATIONS
Failures in areas such as power, connectivity and technology can cause serious disruptions if data centers do not receive proper
maintenance and monitoring. Asked the causes of their worst business disruptions, 31 percent of respondents to a Forrester
Research survey blamed failures of their information-technology hardware. Another 16 percent pointed to network failures
and 15 percent said IT software was the issue. Most operational failures are avoidable, often by adhering to basic maintenance
schedules. Yet the data implies that 38% of failures can be traced back to facility operations. Maintenance and monitoring are
seemingly simple — so simple that many data-center operators don’t do it, or don’t do enough.
COMPLIANCE
In heavily regulated fields like finance and health care, not adhering to industry rules and laws can create significant challenges
for organizations relating to their data protection and upkeep. Aside from fines and other penalties from government, businesses
in these fields can face expensive, time-consuming litigation over outages or security breaches. A technology partner can take
much of the compliance job off its customers’ plates so they can focus on running their businesses.
STAFFING CHALLENGES
Data centers and other mission critical environments require highly trained personnel
to operate and monitor them at all times. Leadership talent in data center facility
operations is increasingly tough to find, especially given the industry’s growth. As Baby
Boomers hit retirement age, there simply aren’t enough Millennials to replace them,
as the Uptime Institute has noted. Many qualified candidates are either unaware of
critical environment operation opportunities or may be turned off by the round-theclock nature of the work, according to Uptime research. Members of Uptime’s network
suggested 40% of their facility engineers are over the age of 50 and are quickly
approaching retirement. (2)
Round-the-clock work
Talent shortages make recruiting difficult in the best of circumstances. Data centers
can face a more difficult path, as they operate around the clock and technicians in
other fields are typically accustomed to going home at 5 p.m.
(2) Uptime Institute, https://journal.uptimeinstitute.com/resolving-data-center-staffing-shortage/
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WHERE BEST PRACTICES
ARE A MUST
Businesses are becoming more

dependent on their mission critical
infrastructure, so they increasingly
need efficiency, uptime, and

resiliency from those systems.
This is especially true for markets
such as:

•

Healthcare systems, such as

•

Education and Government

•

hospitals

(research labs and university
systems)

Financial services, or “finserv,”

(banks, insurance, traders, stock
exchanges, and institutions that
exchange credit and financial

data in real time with customers
and partners.)

These are typically run on digital

Given the highly sensitive equipment they contain, data centers are no
place for amateurs. These are five key areas where the people running
those systems must follow proven methods:
GOVERNANCE
Operators of data centers can face severe regulatory and legal consequences if
they fail to follow the myriad laws covering everything from security to privacy
and insurance. Audits are a fact of life. Compliance is not optional. Facilities
should be audit-ready 24/7, 356 days of the year.
OPERATIONS
The growing complexity of data center operation lends increasing difficulty to
managing all of the things that can break. As an example, according to a 2016
study by Emerson Network Power and the Ponemon Institute, UPS system failure
is the number one cause of unplanned data center outages, accounting for onequarter of all events. (1)
TOOLS
Best-in-class hardware and software helps ensure a data center is in compliance
and providing optimal business systems. Our Operations Center acts as our
customer’s eyes and ears, providing proactive solutions to issues, energy,
and facility management. By monitoring buildings in real time, we keep most
potential breakdowns from ever occurring.
TRAINING
Inadequate training is one of the major deficiencies in management and
operations of data centers, according to the Uptime Institute. Certification
programs ensure staff follow best practices, while professional development helps
retain engineers by providing clear career paths.

platforms, hence uptime is critical in

the data transfer (from the enterprise
and through the data center, then
back to the user platform). These

STEPS to Resilience:

house all of this data production. So,

provide to its employees?

same markets use data centers to

What education programs does a technology supplier

data centers can be part of the mix

either way, but the customer needs
dictate the operational tactics.

CONTINUOUS IMPROVEMENT
If a data center operator isn’t learning from its experience and that of others, it is
losing ground to competitors who do.

(1) Emerson Network Power and the Ponemon Institute, https://www.vertivco.com/globalassets/documents/reports/2016-cost-of-data-center-outages-11-11_51190_1.pdf
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ISSUES WITH EXISTING SERVICE PROVIDERS

A partnership with a third party can be like a marriage, for better or not. Just as one might want to think things through before going
to the altar, businesses should be aware up front of limitations in how many service providers run data centers. Some examples:
RIGID APPROACHES

REACTIVE, NOT PROACTIVE

their customers’ particular needs. That’s because they use

mushroom into something expensive and time-consuming.

Large technical service firms can’t always accommodate

inflexible one-size-fits-all methodologies for running critical
environments. Perhaps this makes life easier for the service

providers, but it does nothing to help customers maximize the
business value their data centers deliver — which is why they
bring in outside assistance to begin with.

Fixing problems up front is better than waiting until they
Perhaps, unfortunately, because of issues with corporate
culture, staff training or something else, many service

providers do not recommend adjustments that can add value
to their customer’s data centers.
FAILING AT MONITORING

ACCESSIBILITY

Data centers face growing pressure to curb their energy

- precisely the time when customers need them most. And

electricity consumption, researchers estimate. Third-party

their needs.

metrics of facilities they’re running, robbing their customers

Third-party vendors can be difficult to reach when things break

use, which in 2014 accounted for about 1.8 percent of U.S.

they often do not speak customers’ language or understand

vendors, however, frequently do not keep close tabs on
of opportunities to gain efficiencies.

If experts are not running a data center,
STEPS to Resilience:

Has a prospective tech partner designed,

who is?

built, and run data centers?
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WHAT IS THE CRITICAL ENVIRONMENTS SERVICES PRACTICE

CES offers a simple value proposition: Our experts run your mission critical environments so you don’t have to. We provide a
highly trained and experienced staff to operate different types of mission critical environments, from multi-tenant carrier hotels
to Tier IV data centers. The CES team has operated some of the most demanding infrastructure systems, from government and
military data centers to enterprise assets owned by the Fortune 1000.
CES maximizes business value from data centers by following best practices in:

Stream Advantage:
Critical Environments
Training Academy

•

What it is: This program, called

Governance — Through measures such as document control and financial reporting,

•

Operations — We provide expert delivery of end-to-end data center services, covering

•

CETA for short, uses industry-

•

Stream’s technicians on topics

•

leading resources to educate

ranging from health and safety

to human factors that affect data
center operations.

•

•

Cross functional development:
CETA trains staff to handle

different jobs in a data center. This
adds cost efficiency and flexibility
to our CES service.

CES maintains strict governance over data center operations

everything from facilities management to recruiting and vendor procurement

Tools — We use industry-leading hardware and software for jobs like monitoring,
reporting and customer ticketing

Training — People are the key to our mutual success, so our robust curriculum
provides staff with professional development and a defined career path

Continuous Improvement — From life-cycle reporting to disaster recovery, Stream
builds the lessons of today into our preparation for tomorrow.

HOW IS STREAM DIFFERENT THAN OTHER PROVIDERS

Running critical environments optimally means more than keeping them always on.
It’s about transforming data centers from a cost center into a source of business
value. Stream’s CES practice accomplishes this by the following:
A HOLISTIC, FLEXIBLE APPROACH
Stream recognizes that business needs vary, and we adjust our approach for the
particular needs of each customer.

A THIN RULEBOOK
Rather than dictating to customers how they should handle things, Stream finds creative ways to ensure their data centers do their
part in achieving business objectives. The CES team is a one-stop shop. We learn what customers want, and we move mountains
to deliver, while ensuring all statutory requirements are met.
ALL ENVIRONMENTS BENEFIT
The CES team finds business insights in any facility, regardless of infrastructure. From carrier hotels to hyperscale, critical
infrastructure is most valuable when experts run it.
A DEDICATED FOCUS
Stream does all this while maintaining its commitment to comprehensive account
management and 100% uptime. Our ability to turn technology into a contributor
comes partly from staff experts across a wide range of auxiliary services. Our energy
procurement team optimizes our customer’s purchasing of power, whether for
bottom-line savings or reducing risk. And our development team helps organizations
scale with flexible just-in-time data center solutions.
BEING PROACTIVE
CES helps mitigate data center problems that stem from human error. More than
90% of all preventable DC outages have a human factor to them. By training our
technicians to know what questions to ask, we arm them with the tools to diagnose
and fix potential human errors early on, when remedies prevent outages, cost less,
and are easier to implement.
MONITORING AS BUSINESS TOOL
Keeping tabs on data center operations means CES creates efficiencies such as
improved management of air temperatures and power consumption in those
facilities. Monitoring is positioned to assume more importance in data centers going
forward, given the growing pressure on the industry to use less power.
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Stream Advantage:

Employing military veterans

•

Who they are: Stream recruits

members of the armed forces
who have served with valor in

places like nuclear submarines.

•

Why they matter: These personnel
bring dedication to achieving
customers’ missions that is

unmatched in the private sector.
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HOW DOES CRITICAL FACILITIES
MANAGEMENT WORK?
When CES receives an assignment, our
mission becomes making it successful.
Here are how our unique advantages
combine to make that happen:
AN EXPERIENCED APPROACH
The Stream team follows a proactive
approach, recommending changes
big and small to achieve immediate
improvements. Customers can
monitor progress through our on-line
ticketing system, which provides at-aglance understanding of the facility’s
connectivity, power usage and uptime.
PEOPLE ARE THE DIFFERENCE
Through our Critical Environments
Training Academy (CETA), we give our
employees career paths that help us
retain them as their responsibilities
grow. Team members can obtain
valuable accreditations in uptime
through CETA and gain expertise in
areas such as Mechanical Systems,
Power Generation, Building Automation
Systems, Security, Fire Life Safety
Systems & Electrical Distribution. And
we do this by analyzing skill-sets and
creating an individual gap analysis to
help them get to the next level in their
career. We want our team to have a
career and not just a job.

THE STREAM DIFFERENCE

For the customer experience, what separates Stream is our vision, passion,
experience and execution.
VISION

We seek to improve the critical environment experience through exceptional
people and service.
PASSION

Commitment determines winners in our industry. Our values represent the

promises we make every day to our team members and customers. We succeed
by helping our customers and employees succeed. Our methods are how we

approach business. The process we use keeps technology running and builds in
the lessons we’ve learned.
EXPERIENCE

Stream designs, builds and operates best in class data centers, bringing vital

experience to enterprises. Since 1999, Stream has been an active industry leader,
providing premium services, optimized value and scalable critical environments
to the Fortune 500 and beyond.

Stream Advantage:

Proven reliance, uptime and complete
accessibility throughout 1,000-year storm.

•

•

•

EXECUTION

Process is only as good as the people carrying it out. What separates Stream is
our team’s drive to fulfill the customer’s mission. Our dedication to continuous

What: Stream’s people and processes
allowed its Houston data center to avoid
downtime during Hurricane Harvey in the
summer of 2017.

improvement means delivering increasing value as time goes on. Whether by

Epic Flood: Customers remained online
throughout the storm, which in six days
dumped enough rain on Texas and
Louisiana to fill the Houston Astrodome
85,000 times, according to one estimate.

PEACE OF MIND

All Accounted For: Stream’s facility
avoided flooding and power losses
during Harvey and all team members
made it through safely.

eliminating waste, cutting energy use, or preventing disruptions—we make data
centers work smarter.

Data centers should be a source of comfort, not stress. Stream provides peace of

mind through tailored solutions and a premium concierge approach to customer
service. We strive for clients to have it all—maximum uptime, fail-safe security
plus healthy and safe workers, all without compromise.

How could your critical environments
practice do more?
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ABOUT STREAM DATA CENTERS
Stream Data Centers has provided premium data center services since 1999, with 90% of inventory leased to Fortune 500
customers. To date, the company has acquired and developed a broad national portfolio of data center properties, with
leadership remaining consistent.
Stream speculatively develops turnkey data centers for Hyperscale and Enterprise users. Additionally, Stream develops Build to
Suit Data Centers and operates an Energy Services practice with a focus on low cost, renewable energy solutions. All of Stream’s
facilities feature carrier-neutral, low latency connectivity to network and public cloud providers. Above all, Stream is dedicated to
improving the data center experience through exceptional people and service.
Stream Data Centers is a subsidiary of Stream Realty Partners, a full service commercial real estate investment, development and
services company.

FOR MORE INFORMATION
To learn more about Stream’s facilities management services, visit:
www.streamdatacenters.com

